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1. OBIIME ITOJIOKEHUSA

1.1. TepmuHBI H onIpeaeJeHUS

IlepconajibHble JaHHbIe — TI00as MHPOpPMAIUs, OTHOCAIIASACA K HPIMO HJIH
KOCBEHHO OIIPEJICIECHHOMY WM ompezenseMoMy ¢GuzuueckoMy JHIYy (CyOBeKTy
[IEPCOHAJIBHBIX JAaHHBIX ).

OnepaTop — rocynapCTBeHHbIH OpraH, MyHHLHUIAIBHBIN OpraH, IOPUIAYECKOE
WM (U3AYECKOe JIMLO, CaMOCTOSITENIbHO WJIH COBMECTHO C APYTMMH JIHIAMH
OpraHu3yronre U (WJIK) OCYLIeCTBISIOMUEe 00paboTKy MEePCOHATBHBIX IaHHBIX, & TAKKE
ompejensmomMe Lend o0paboTKM NEepCOHANBHBIX MAaHHBIX, COCTaB IEPCOHANBHBIX
NaHHBIX, MOJJexamux oOpaboTke, neicTBUs (omepamuu), COBepIIaeMble C
IIEPCOHAIBHBIMU 1aHHBIMH.

OO6paboTka nepcoHaJbHBIX JaHHBIX — J00oe aeiicTBHe (omeparus) WK
COBOKYITHOCTb JEHCTBHM (OIlepaluii), COBEpUIAEMBIX C HCIOJIb30BAHUEM CPENCTB
aBTOMaTH3allMd WM 0e3 UCIOJIb30BaHUS TAaKUX CPEACTB C TEPCOHANBHBIMU JAaHHBIMH,
BKIOYass cOop, 3amuch, CHCTEMATH3alUIO, HAKOIUIEHHE, XpaHEHHE, YTOYHEHHE
(oOHOBIIEHUE, W3MEHEHHE), W3BJICYEHHE, KCIIOJIb30BaHUE, Iepenady (pacnpoCTpaHEHHE,
IPENOCTaBIeHHE, NOCTyN), o0e3nuuuBaHue, OJIOKUpPOBAaHWE, yNaJeHHe, YHUYTOXKEHHE
NIEPCOHAIBHBIX JJAHHBIX.

ABTOMATH3HPOBAHHAS 00paGoTKa NepCOHAJBbHBIX JAAHHBIX — 00paboTka

INEPCOHAJIBHBIX JAHHBIX C IIOMOIIBIO CPEACTB BBIYMCJIUTEIIbHON TEXHUKH.

PaCﬂQOCT[!aHeHHe NEPCOHAJBbHBLIX MAHHBIX — ,[[efICTBHﬂ, HaIllpaBJICHHBIE Ha

PacKpBITHE IEPCOHATBHBIX JaHHBIX HEONPEIEIEHHOMY KPYTY JIHII.

IlpenocraBiieHHe NEPCOHANbHBIX JaHHBIX — JEWCTBUS, HalpaBlIeHHBIE Ha
PacKpBITHE IMEPCOHAIBHBIX AAHHBIX ONPEAEICHHOMY JHUIy WM ONpeleeHHOMY KpyTy
JIMLL

bJiokHpoBaHHe NMePCOHANBLHBIX IAHHBIX — BPEMEHHOE MpeKpalieHne 00paboTKu
NIEPCOHATBHBIX NaHHBIX (332 MCKIIOYEHHEeM CiIy4aeB, eclid o0paboTka HeobOxomuma s
YTOYHEHHS IEPCOHATIBHBIX TaHHBIX ).

YHHYTOKEHHEe MEepPCOHAJBHBIX JAHHBIX — JEWUCTBHUS, B pPe3yJbTaTe KOTOPBIX
CTAaHOBHUTCS HEBO3MOXXHBIM BOCCTAaHOBUTBH COJEpXKaHHe IE€PCOHAIBHBIX IaHHBIX B
MHOOPMAILIOHHON CHCTEMe IMEPCOHAIBHBIX HaHHBIX W (MJIM) B DPE3yJbTaTe KOTOPBIX
YHHYTOXKAIOTCA MaTepUallbHble HOCUTENIA MEPCOHATIBHBIX JaHHBIX.

O6e31HUMBAHNE NEPCOHAJBHBIX AAHHBIX — JEHCTBHS, B Pe3yJbTaTe KOTOPBIX
CTQHOBHMTCS HEBO3MOXHBIM 0€3 HCIONb30BaHUS JIOMOJHUTEIbHOW HHGPOPMaLUU
ONIPENIENUTh IPUHAIIEKHOCTh IE€PCOHATBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY
NIEPCOHAJIBHBIX JJAaHHBIX.

HudbopmannonHasi cHcTeMa NepPCOHAJBHBLIX JaHHBIX — COBOKYITHOCTB
cozepxamuxcs B 0a3ax MaHHBIX INEPCOHATBHBIX JaHHBIX KW O0ECMEeYMBAIOIIMX HX
00paboTKy HHGOPMAIIMOHHBIX TEXHOJIOTHI U TEXHUYECKHUX CPEICTB.

TpancrpanuyHasi nepeiaya nepcoHAJbHBIX JAHHBIX — I€peaya MePCOHATBHBIX
JaHHBIX HA TEPPUTOPHUIO HWHOCTPAHHOIO TOCYJapCcTBa OpraHy BIIACTH HHOCTPAHHOTIO
rocyapcTBa, MWHOCTPAHHOMY (HM3MYECKOMY JIUIY WM HHOCTPAHHOMY HOPHIHMYECKOMY
LY.




1.2. HazHayenue H npaBoBasi OCHOBA JOKYMEHTA

[Tonutuka IloBoJKCKOro ympaBlieHUS MHUHUCTEPCTBA 0Opa3zoBaHUS
u Hayku Camapckoit obnactu (ganee — [loBomxkckoe ynpaBieHHe) B OTHOIIEHUH
NIEPCOHAIBHBIX NaHHbIX (manee — [lonmuTHka) ompenenseT cUCTeMy B3TJSIOB Ha
‘TipobiieMy oOecrnieueHus 0€30MaCHOCTH MEPCOHANBHBIX MaHHBIX W MPEACTaBIAET
CO0O¥M cHCTEMAaTU3UPOBAHHOE H3JIOXKEHHE Lejeld M 3aJay 3alluThl, KaKk OJHO WU
HECKOJIBKO MPaBUII, IPOLENYP, NIPAKTHUYECKUX NMPUEMOB U PYKOBOMASIIHUX MPHUHIIMIIOB B
obnacTu HHPOPMAIIMOHHOM 0€30ITaCHOCTH, KOTOPBIMH PYKOBOACTBYeTCs [T0BOIKCKOE
yIOpaBJIEHUE B CBOEW NEATEIBHOCTH, a TaK)X€ OCHOBHBIX IMPHUHIUIIOB TOCTPOCHHS,
OpraHM3alMOHHBIX, TEXHOJOTMYECKUX M MPOLEAYPHBIX acleKTOB obecrneueHus
0e30I1acCHOCTH NMEePCOHATBHBIX TaHHBIX.

3akoHOIaTeNnbHOM OCHOBOM Hactosmed [lomuTrku sBisttorcs KoHCTHTYIHS
Pocculickoii ®enepauun, ['paxngaHckuii, YToJoBHBIH u TpymoBod KOIEKCHI,
@enepanpHblii 3akoH 0T 27.07.2006 Ne 152-D3 «O nepcoHaNbHBIX JAaHHBIX)», 3aKOHBI,
yKa3bl, IIOCTAHOBJIEHWS, JAPYTrHe HOPMATHUBHBIE JIOKYMEHTBHl IE€HCTBYIOIIETO
3akoHozxarenbCcTBa Poccuiickoit @enepanuu, nokymeHTsl PCTOK u ®Ch Poccun.

Hcnons3oBanue naHHoi [lonmuTuku B KauecTBE OCHOBBI IS I[OCTPOECHHUS
KOMIUIEKCHOM CHCTeMbl HMH(OpPMalLMOHHONW O€30MacHOCTH TNEPCOHAIBHBIX JaHHBIX
[ToBOMKCKOrO ynpaBieHuUs MO3BOJIUT ONTHMH3UPOBATH 3aTPAThl HA €€ MOCTPOCHHE.

IIpu paspabotke IIOMUTUKM YUUTHIBAIHCH OCHOBHBIE MPHUHIUIIBI CO3IAHHUS
KOMIUIEKCHBIX CHCTeM olecriedeHuss 0€30MacHOCTH HHPOpPMAIUH, XapaKTEPUCTUKU U
BO3MOXXHOCTH OPraHU3alMOHHO-TEXHHYECKHUX METOIO0B W COBPEMEHHBIX aIlllapaTHO-
NPOTPAMMHBIX CpPEICTB 3allUThl M MPOTUBOAEHCTBUS yrpo3aMm Oe30MacHOCTH
UHpOpMaLIUK.

OcHoBHble nonoxeHus: [lonutuku 6a3upyrOTCsl HAa KAQ4eCTBEHHOM OCMBICIEHHH
BOIIPOCOB 0€30IacHOCTH MH(OPMAIMK M He 3aTParuBaiOT BOMPOCOB 3KOHOMHYECKOTO
(KOJNIMYECTBEHHOTr0) aHaJInu3a PUCKOB M 000CHOBaHHS HEOOXOIMMBIX 3aTpaT Ha 3aIlUTy
uHGOpPMAITUH.

2. OBPBEKTHBI 3AHIUTHI

OCHOBHBIMU O00BEKTaMH CHUCTEMBI O€30MaCHOCTH IE€PCOHAIBHBIX ITaHHBIX B
[ToBOMKCKOM yIpaBleHUH SIBIISIOTCS :

- uHOQOpMAaIMOHHBIE PECYypChl C OrPaHUYEHHBIM JOCTYIIOM, COZAepIKallue
IIepCOHANIbHBIE 1aHHBIE,

- mpouecchl 00pabOTKM TMEpPCOHANBHBIX JaHHBIX B HHGOPMAIMOHHBIX
CHUCTeMax IIepCOHaJbHBIX MaHHBIX [lOBOIDKCKOro ympaBieHus, WHGOPMAalUOHHEIE
TEXHOJIOTUH, PerlaMeHThl U MpoIleaypsl cbopa, 00paboTKH, XpaHEHHUS U Tepeaadu
uHbOpPMaIUK, IEPCOHANT Pa3pabOTYMKOB ¥  IOJb30BaTeed HHPOPMALMOHHBIX
CHCTEM H 00CTYXKMBAIOLIMH NEpCOHAT HHPOPMALMOHHBIX CUCTEM;

- uHpOpMalMOHHAs UH(PACTPYKTYypa, BKIIOYAIOIIAsl CUCTEMbI 00pabOTKH U
aHanM3a HMHGQOpMAlMM, TEeXHUYeCKHe M NpOrpaMMHBIE CpelicTBa ee 00paboTKH,
nepenadyd U OTOOpaKeHHs, B TOM 4YHUCJIe KaHalbl HHGOPMAIMOHHOIO OOMEHa H
TEJIEKOMMYHMKAIlUK, CHUCTEMBl U CpEICTBa 3allUThl HHGOPMAIUH, OOBEKTHl U
MOMEIIEHUs,, B KOTOPBIX pAaCIIOJNIOXEHBl TEeXHHUYECKHe CpeacTBa 00paboTKu
NIepCOHATBHBIX JaHHBIX.



3. HEJIX XU 3AJAYU OBECITEYEHUSA BE3OINACHOCTHU
ITEPCOHAJIBHBIX TAHHBIX

3.1. HHrepecwl 3aTparuBaeMblX CYOBEKTOB HH(DOPMAIIHOHHBIX OTHOIIEHHM
Cy0bektaMu WHGOPMALMOHHBIX OTHOIIEHHH MpH obecrnedyeHurn Oe30IacHOCTH
IIEPCOHAJIbHBIX NaHHBIX [I0BOKCKOTO yIpaBiieHHE SBIISIOTCS:

- IloBoikckoe ympaieHHe, Kak COOCTBEHHUK HH(POPMALUOHHBIX PECYPCOB;

- PYKOBOJICTBO U COTPYAHUKH [ToBoXCKOTO yTpaBlIeHUS, B
COOTBETCTBUHU C BO3JIOKEHHBIMU Ha HUX (DYHKLHSIMH;

- rpaxnaHe Poccuiickoii Penepanuu, rpaxaaHe MHOCTPAHHBIX TOCYIapCTB |
nuna 6e3 rpakJaHCcTBa, KOTOPBIM OKa3bIBAIOTCS TOCYAapCTBEHHBIE YCIYyTH B chepe
oOpa3oBaHwus.

Ilepeunciennsie cyOBeKTbl WHGOPMAIIMOHHBIX OTHONIECHHH 3aHHTEPECOBAHBI B
o0ecrevyeHuHn:

- CBOEBPEMEHHOIO0 J0CTyla K He0OXOAUMBIM UM MEPCOHAIBHBIM TaHHBIM (KX
JOCTYITHOCTH);

- JIOCTOBEPHOCTH (IIOJHOTBHI, TOYHOCTH, aJe€KBAaTHOCTH, ILEJIOCTHOCTH)
NIepPCOHAIBHBIX TAHHBIX;

- KOH(UICHUMAIBHOCTHU (COXpaHEHHS B TaiiHe) NEPCOHAIBHBIX JaHHBIX;

- 3QI0UTBl OT HaBA3bIBAHUS UM JIOXKHBIX (HEZOCTOBEPHBIX, MCKa)KEHHBIX)
NIEPCOHAIBHBIX TAHHBIX;

- pasrpaHMY€HHUs OTBETCTBEHHOCTH 3a HapylIeHHs UX IpaB (MHTEPECOB) U
YCTaHOBJIEHHBIX IIPaBHJI OOpallleHus C IEPCOHATBHBIMU TaHHBIMH,

- BO3MOXXHOCTH OCYIIECTBJIEHUS HENPEPHIBHOTO KOHTPOJISI U YIpPaBIECHHUS
npoueccamu 006paboTKy U mepeaayn NePCOHATBHBIX TaHHBIX;

- 3aIIMTHI IEPCOHAIBHBIX JAHHBIX OT HE3aKOHHOTO PAaCIpPOCTPaHEeHHSI.

3.2. lleau 3amMThHI

OCHOBHOHM LeNbIO, Ha JOCTH)KEHHE KOTOPOM HANpaBlIEHbl BCE IIOJIOKEHHS
Hacrosme IlonuTuky, sBnsercs 3ammra CyOBEKTOB MH()OPMAIMOHHBIX OTHOIIEHHM
IToBomkckoro ympaBieHHs OT BO3MOXXHOTO HAHECEHHS MM MAaTepUalibHOrO,
(Gu3MYecKoro, MOpaJbHOTO WJIM HMHOrO yiiepba, MOCPEACTBOM CIy4aliHOro WM
NIPEJHAMEPEHHOIO0 BO3/IECHCTBUS Ha NEPCOHAIbHBIE NaHHBbIC, UX HOCHTEIH, MPOILIECCHI
00paboTKH | Mepenayn.

YKazaHHass LeNb JOCTUraeTcs IOCPEICTBOM OOECIeYeHHss W IOCTOSHHOTO
NOJIepXKAHUS CIEAYIOIINX CBOMCTB MEPCOHATBHBIX JaHHBIX:

- JOCTYIIHOCTH II€PCOHANBHBIX JaHHBIX [UIS JIETAIBHBIX IOJb30BaTeNei
(ycToluMBOro  (yHKIMOHHPOBaHUS HHGOPMALMOHHBEIX  CHUCTEM  IIOBOJKCKOTO
yIpaBJIeHHS, IPA ' KOTOPOM IIOJIb30BaTeId HMEIOT BO3MOXXHOCTH IIOJTy4EHUs
HEeOOXOMMBIX MEPCOHANBHBIX NaHHBIX U PE3yJbTaTOB PELIEHHs 3a4ad 3a IPUEMIIEMOE
IUIsl HUX BpeMs);

- IEJIOCTHOCTH ¥ ayTEHTUYHOCTH (IIOATBEP)KICHUE aBTOPCTBA) MIEPCOHABHBIX
JNaHHBIX, XpaHUMBIX U 00pabaTbiBaeMbIX B HHGOOPMAIMOHHEIX CUCTEMAX 110BOKCKOTrO
yIIpaBJIEHUs U NlepeiaBaeMoii 10 KaHajlaM CBSA3H;



- KOHOWIEHIMATPHOCTH — COXPaHEHHS B TallHe ONpPENENeHHOH — 4acTH
TIepCOHANBHBIX JaHHBIX, XPaHHUMBIX, 00pabarbiBaeMbIX M NEpElaBaeMBIX 110 KaHallaM
CBSI3H.

HeoGXoquMBblii yPOBEHb JOCTYIHOCTH, LETOCTHOCTH M KOH(UICHINAILHOCTH
TIepCOHABHBIX JAHHBIX 00€CIeYnBaeTCs COOTBETCTBYIOMIMMH MHOXECTBY 3HAYMMBIX
yrpo3 METOAAMHU U CPECTBAMH.

3.3. OcHOBHBIE 321a49H CHCTeMbI o0ecnedeHnsi 0€30MACHOCTH NePCOHATbHBIX
AHHBIX

JIist OCTH)KEHHsS OCHOBHOM LIEJIM 3aLIUTHI U ObecriedeHus yKa3aHHBIX CBOHCTB
ePCOHANBHBIX JAHHBIX CHCTeMa obecreueHus HHPOPMALOHHOU ©e30MacHOCTH
[TOBOJKCKOTO YIIpaBJIeHUs TODKHA oOecreunBaTh 3Q(PeKTHBHOE PelIeHHE CIIe/TYOMNX
3a7a4:

- CBOEBPEMEHHOE BBISABICHHUE, OLIEHKA ¥ MPOTHO3UPOBAHNE HCTOYHUKOB YIpo3
MH(OPMAIMOHHOM 6e30MaCHOCTH, IPHYKMH U YCIOBHH, CIIOCOOCTBYIOMIMX HAHECEHHUIO
yiep6a 3aMHTepeCcOBaHHBIM CyObeKTaM HH(MOPMALMOHHBIX OTHOIICHUH, HAPYIIEHHUIO
HOPMAJIbHOTO (YHKIMOHMPOBAaHNUs HHOOPMAIMOHHBIX cucTeM TToBommKCcKOro
yIpaBJIeHMs;

- CcO3MaHMe MeXaHM3Ma OIEPaTUBHOIO  pearpoBaHMs Ha  YIPO3bI
6e3omacHOCTH HHGOPMALUY ¥ HEraTUBHbBIE TCHICHLINY;

- CO3/aHME YCJIOBUH st MUHMMH3ALMK U JIOKATM3aLHKA HAHOCUMOTO yep6a
HENIPaBOMEPHBIMU IEHCTBUSIMU (QU3UYECKHX ¥ IOPHIAMYECKUX JIAL, ocnabieHue
HeraTMBHOTO BJMSHWMS W JMKBHUAALMA IIOCIEACTBHN HapylleHHs Oe30MacHOCTH
uH(hOpMaIUY;

- 3ammTy ~OT  BMENIATeNbCcTBa B Tpomecc  QyHKIMOHHPOBAHHSA
UHGOPMALMOHHBIX cUCTEM [TOBOJ/DKCKOTO yIpaBieHHWs IIOCTOPOHHUX JIHII
(mocTyn K MHGOPMAIMOHHBIM  pecypcam  JO/DKHBI ~ HMETb  TOJIBKO
3aperuCTPUPOBAHHBIE B yCTAHOBICHHOM TOPSIKE TOJIB30BATENIH);

- pasrpaHM¥eHHe JOCTyIa [0Jb30BaTeiedl K MHQOPMAOHHBIM, aNNapaTHbIM,
IPOrpaMMHBIM U MHBIM pecypcaM [TOBOIDKCKOTO ynpasieHus (BO3MOKHOCTb AOCTYIIa
TONBKO K  TeM pecypcaM M BBIIOJIHEHUS TOJBKO TeX OIepaluui ¢ HHMH,
KOTOpble HeOOXOAWMBI KOHKPETHBIM [OJIb30BaTeNIsiM JJIs  BBINOIHEHHUS CBOMX
CcITy’KeOHBIX 00SI3aHHOCTEH), TO €CTh 3aIUTY OT HECAHKIIMOHUPOBAHHOTO OCTYIIA;

- obecreueHue ayTeHTU(GUKALUE  TOJIb30BaTENeH, y4acTBYIOLIMX B
nH(GOPMALKOHHOM 06MeHe (MOATBEPXKAeHHE [OJIMHHOCTH OTIPABUTES U NOJTyqaTe/Isd
uHpOpMaLIUK);

- 3amWUTy OT HECAHKIHMOHAPOBAHHOW MOAM(MHKALKM HCIOIb3YEMBIX B
nHGOpMalMOHHON cucTeMe ITOBOIKCKOrO YIpaBleHHs MPOTPAMMHBIX CPEICTB, a
TaKKe 3alIMTY CHCTEMBI OT BHEAPEHHs HECAaHKIMOHMUPOBAHHBIX IPOTPaMM, BKIIOYas
KOMITBIOTEPHBIE BUPYCHI,

- 3amuTy WMHQOPMAIMM OTPAHMYEHHOIO IIOJIB30BAHMSA OT YTCYKH IO
TeXHUYECKMM KaHajiaM IpHu ee 00paboTke, XpaHEHHUH M Tiepe/iaue 110 KaHanaM CBSI3H.



3.4. OcHOBHBIE IIYTH PCHICHHUA 32124 CUCTEMbI 3aIIHUTHI

[TocTaBieHHBIE OCHOBHBIE LI€JIM 3AIUUTHI M pEUICHHE MEPEYMCIEHHBIX BhIIIE
3aj1a4 1I0CTUTAFOTCSL:

- CTPOTMM Y4Y€TOM BCEeX IOJJIEXALIUX 3allUTe PecypcoB MHPOPMAIIHOHHOMH
cucreMsl [loBomkckoro ympaBneHus (MHpOpPMaLUH, 3a1a4, JOKYMEHTOB, KaHAJIOB
CBsI3H, CEPBEPOB, aBTOMATU3UPOBAHHBIX PA0OYUX MECT);

- KypHaJIUpOBaHUEM IercTBUi nepcoHaia, OCYLIECTBIISIOIIETO
o0CIyXHuBaHHE M MOAUGHKALMIO [POTPAMMHBIX M  TEXHHYECKMX  CpPEICTB
UH()OPMAIIIOHHO!N CUCTEMBI,

- IOJHOTOM, peajbHOW  BBIMOJHUMOCTBIO M  HEMPOTHBOPEYMBOCTHIO
TpeGoBaHMIA OpraHMU3aLMOHHO-PACTIOPSIUTENBHBIX JOKYMEHTOB IT0oBOKCKOrO
YTIpaBJIEHHUs 110 BOIIpocaM obecredeHus: 6e30MacHOCTH HHPOPMAIIUH;

- IOATOTOBKOW JOJDKHOCTHBIX JHI[ (COTPYIHHUKOB), OTBETCTBEHHBIX 3a
OpPraHM3allMl0 M OCYIIECTBIEHUE NPAKTUYECKHMX MEPONPHUATHN IO O0O0ECIIeYEHHIO
0€e30I1aCHOCTHU NEPCOHATBHBIX TAHHBIX U MIPOLECCOB HX 00pabOTKH;

- HaJelICHWEM KaXIOoro COTpyAHHUKA (TOJb30BaTeNIsi) MHUHHMAJIBHO
HEOOXONMMBIMU [UIS BBINOJIHEHHS WM CBOMX (DYHKLUMOHAJIBHBIX 00sS3aHHOCTEH
TIOJTHOMOYHSIMH I10 JOCTYIy K HH(OPMaLMOHHEIM pecypcaM IToBomKCKoro
yIIpaBJICHHUS,

- YEeTKMM 3HaHUEM U CTPOTHUM COOJIOAEHHEM BCEMH II0JIb30BATEIAMU
MH(QOPMAaLIMOHHBIX CUCTEM [ToBOMKCKOTO yIpaBiIeHHUs TpeOoBaHuUM
OpraHHU3alM1OHHO-PACIIOPSIUTENbHBIX TOKYMEHTOB o BOIIpOCaM
obecrieyeHuss 6e30mMacHOCTH HH(POPMALUH;

- TEpCOHAJIbHOM OTBETCTBEHHOCTBIO 32 CBOU JEHUCTBHS KaXXOTO COTPY/IHHKA,
B paMKax CBOMX (YHKLUUOHAJBHBIX OOS3aHHOCTEH WMEIOMIEr0 JOCTYNl K
MH(POPMALMOHHBIM pecypcaM [10BOKCKOro yrpaBiieHus;

- HENpepbIBHBIM IIOAJAEP)KaHHEM HEOOXOAMMOT0 YPOBHS 3alMIIEHHOCTH
3JIEMEHTOB HH(OPMAIIHOHHON cpe/bl [I0BOIKCKOTO yIpaBieHus;

- NIpUMEHeHHeM (U3NYECKUX M TeXHHYECKHX (TMpOorpaMMHO-aIlapaTHbIX)
CPEICTB 3alIUThl PECYPCOB CUCTEM U HENIPEPBIBHON aIMUHUCTPATUBHOM MOIIEPIKKOM
UX UCTIOJB30BAHHUS,

- 5(QQeKTUBHBIM  KOHTPOJEM Hal  COOJIIOJEHHEM  II0Jb30BaTEISIMH
UHQOPMAIIMOHHBIX  pPeCcypcoB [ToBomkckoro ympaBieHuss  TpeGoBaHuii o
obecnieueHHI0 6€30MacHOCTH HH(OPMALUH;

- HOpPMIMYECKOW 3alIMTOM HHTepecoB [lOBOMKCKOro ympaBieHHS MpH
B3aWMOJIEMCTBMM C BHEIIHMMHM OpraHu3alusMH (CBS3aHHOM ¢ OOMEHOM
NepCOHATbHBIMHM JaHHBIMHK) OT NPOTUBONPABHBIX MOEMCTBUH, KaK CO CTOPOHBI
OTHX OpPraHW3alui, TaK U OT HECAaHKLHOHUPOBAHHBIX JEHCTBHH 00CIY)KHBAIOIIETO
NepCoHalla ¥ TPETHHUX JIUII.



4. OCHOBHBIE ITPUHIUIIBI TIOCTPOEHUS CUCTEMBI
BE3OITACHOCTHU NEPCOHAJIBHBIX TAHHBIX

[Toctpoenue cucreMsl obecriedeHHss O0€30MACHOCTH TMEPCOHANBHBIX JaHHBIX
IToBomkckoro ympaBneHus, U ee (yHKIMOHHPOBAHHME JOJDKHBI OCYIIECTBIIATHCS B
COOTBETCTBHUHU CO CIEAYIOLUIMMU OCHOBHBIMH MPUHIIMIIAMHU:

- 3aKOHHOCTB;

- CHUCTEMHOCTE;

- KOMILJIEKCHOCTB;

- HEeNpepbIBHOCTH;

- CBOEBPEMEHHOCTB;

- TIPEEMCTBEHHOCTb U HENPEPHIBHOCTH COBEPIICHCTBOBAHHUS;

- pa3yMHas JOCTaTOYHOCTb (IKOHOMHUECKas 11eJ1ecCO00pa3HOCTh);

- IIepCOHAJIbHAsl OTBETCTBEHHOCTH;

- MUHUMM3ALUS IOJTHOMOYHH; .

- HCKIIOYeHHE KOH(IUKTAa HHTEPECOB;

- B3aUMOJCICTBUE U COTPYAHUYECTBRO;

- TMOKOCTb CHCTEMBI 3aIIIHUTHI;

- OTKpPBITOCTb QJITOPUTMOB U MEXAHU3MOB 3aIUTHL;

- IIPOCTOTa MPUMEHEHHUS CPEACTB 3alUThI;

- 000CHOBaHHOCTb U TEXHHYECKAs peali3yeMOCTh;

- CHenualu3alys U npoQeccruoHaIn3M;

- 0053aTeNbHOCTh KOHTPOJIS.

4.1. 3aKOHHOCTH

IIpenmonaraer ocyiiecTBiIeHUE 3alIUTHBIX MEPOIIPHUATHIA U Pa3paboTKy CHCTEMEI
0€30IacHOCTH NEePCOHANBHBIX JaHHBIX [IOBOJKCKOTO YIpaBieHHs B COOTBETCTBHUHU C
NEWCTBYIOIIMM 3aKOHOAATEIbCTBOM B OOJACTH 3allUTHl ME€PCOHANBHBIX JaHHBIX, a
TaK)XKe JPYTrUX 3aKOHOJATENIbHBIX aKTOB MO Oe30macHOCTH HHbopMmanuu Poccuiickoii
@enepanyy, ¢ IPUMEHEHUEM BCeX J03BOJIEHHBIX METOI0B OOHAPYKEHHUS U [PECEYEHHSI
NPaBOHAPYILIEHU!A IpH pabdoTe ¢ MNEepPCOHATbHBIMH JaHHBIMH. [IpUHSATBIE MepBI
0e30macHOCTH IepCOHATBHBIX JAHHBIX HE MOJKHBI MPENATCTBOBATH JOCTYIY
IpaBOOXPAHUTEIbHBIX OPraHOB B IPEAYCMOTPEHHBIX 3aKOHOJATEILCTBOM
Cllydasix.

Bce mnonpzoBarenu uHpopManuoHHON cucTeMbl [IOBOIKCKOTO yIpaBiIeHHS
JOJKHBI MMETh Ipe/CTaBlIeHne 00 OTBETCTBEHHOCTH 3a MPaBOHAPYLIEHHS B 00JIACTH
00pabOTKH MepCOHATBHBIX JaHHBIX.

4.2. CHCTEMHOCTH

CucTeMHBIH MOAXOJ K IOCTPOCHHIO CHCTEMBI 3allMThl HHGOPMALUU B
[ToBO/DKCKOM ~ ympaBieHWs  MpeanojaraeT  yd4eT  BCEX  B3aMMOCBS3aHHBIX,
B3aMMOJEHCTBYIOIMX M M3MEHSIOUIUXCS BO BpPEMEHH OJJIEMEHTOB, YCJIOBHM U
(GaxkTopoB, 3HAUYMMBIX [ TOHHMAaHWs M PpELIeHHs MpobieMbl oOecleyeHus
6e3011aCHOCTH MEePCOHANBHBIX JaHHBIX.



[Tpu co3maHuu CHCTEMBI 3alIUThI JOJKHBI YYUTHIBATHCS Bce crabble U Hanbousee
ySI3BHMBIe MecTa HHGOPMAIMOHHON CcUCTeMbl [TOBODKCKOrO yIpaBieHHs, a Takke
XapakTep, BO3MOJXXHbIE OOBEKTHl M HAIpaBJeHHS aTaK Ha Hee CO CTOPOHBI
HapymuTenei (0COOEHHO  BBICOKOKBAJTU(GUIMPOBAHHBIX  3JI0YMBINIJIEHHUKOB).
Cucrema 3amUThl JOJKHA CTPOMTHCS C YYETOM HE TOJBKO BCEX HM3BECTHBIX KaHAJIOB
IMPOHUKHOBEHMS] U HECAHKIIMOHUPOBAHHOTO AOCTYINa K HH(MOPMAIUH, HO U C YYETOM
BO3MOXXHOCTH TIIOSBJICHHS MPHHIMIIMATHGHO HOBBIX IyTeH pealu3aluud yrpos
0€30I1aCHOCTH.

4.3. KoMnjiekCHOCTL

KommniekcHoe uCIoJb30BaHHE METOJO0B KU CPE€ACTB 3aIlUTbl KOMIIBIOTCPHBLIX
CUCTEM IIpe€arnoyaract cCorjiaCoBaHHOC IIPUMEHCHHEC PAa3sHOPOAHBIX CPEACTB IIpU
IMNOCTPOCHHH LIEJIOCTHOM CHUCTEMBI 3aIIUTHhI, HeperBIBaIOHleﬁ BC€ CYIICCTBCHHBIC
(3Ha‘II/IMBIe) KaHaJIbl p€ajin3allu yrpo3 U HE conepmameﬁ cl1abBIX MECT Ha CThIKax
OTACIIBbHBIX €€ KOMIIOHCHTOB. 3a1uma AOJDDKHa CTPOUTHCA SMIEJIOHHUPOBAHO. Buennss
3alguTa JOJIDKHa obecrieunBaThCs (1)I/ISI/I‘-ICCKI/IMI/I cpe€acTtBaMu, OpPraHu3allMOHHBIMU H
IIpaBOBBIMU MEpPaMHU.

4.4. HenpepbIBHOCTH 3aAIIHTHI

OGecneueHnue 0e30MacHOCTH MNEPCOHANBbHBIX JaHHBIX — IpolLecc,
OCYILIECTBIISIEMBI PYKOBOJACTBOM [IOBOKCKOrO yIpaBieHUs, aIMHHUCTPATOpaMH
Oe3omacHOCTH MH(MOPMALIMOHHON CHCTEMBI U COTPYIHHKaMU BCeX ypOBHEH. DTO He
TOJIBKO M HE CTOJIBKO Mpoleypa HIM MNOJUTHKA, KOTOpas OCYILIECTBIAETCSA B
ONpe/leIeHHbIH OTPEe30K BPeMEHH MM COBOKYIMHOCTh CPEACTB 3aIlUTHI, CKOJBKO
IPOLECC, KOTOPHI [OJKEH IIOCTOSIHHO MATU Ha BCEX YPOBHSIX BHYTPHU
[ToBomkckoro ympaBneHHss W KaxAblid cOTpyAHUK [lOBOMKCKOro ynpaBieHMs
IOJKE€H NPUHUMATh ydyacTHe B 3TOM Impolecce. JleATenbHOCTh IO 00ECIEUEHHIO
MHQOpMaIIOHHON 0e30IacCHOCTU  SBJISETCS COCTABHOM YacThlO IOBCEIHEBHOM
nesrenbHocTy [loBomkckoro ynpasnenus. M ee 3¢ ¢heKTUBHOCTh 3aBUCUT OT y4acCTHs
pykoBoactBa IloBomxkckoro ympaBineHuss B o0ecrnedeHUH HH(OPMAIMOHHOM
0€30IacHOCTH NEePCOHATIBHBIX IaHHBIX.

Kpome Toro, G0IbIMIMHCTBY (U3UYECKUX U TEXHUYECKUX CPEACTB 3ALLUTHI IS
3¢ $eKTUBHOTO BBIMOJHEHHUS CBOMX (QYHKUMH HeoOXoauMMa MOCTOSHHAs
OpraHu3allMOHHAas (aJMHUHUCTpPATUBHAs) MOAAEpPXKKa (CBOEBpPEMEHHas CMEHa U
obecrnieyeHre TNPaBUJIBHOTO XpaHEHUS MW TNPUMEHEHUS HMMEH, IapolJieH,
nepeonpeneieHre noaIHoOMounid U T.1.). [lepepsiBbl B paboTe CpeacTB 3aLUTBl MOTIYT
OBITh HCIOJIB30BaHbI 3JIOYMBIIUIEHHUKAMU Ui aHalW3a MPUMEHSEMbIX METOAOB H
CPEACTB 3allUTHI, AJS BHEAPEHHUs CIEHUAJbHBIX IPOTPAaMMHBIX M amlapaTHBIX
«3aKJIaI0OK» U IPYTUX CPEICTB MIPEOIOJICHHS 3aIIUTHL.



4.5. CBOeBpEeMEHHOCTh

IIpennonaraer ynpexaalomuil Xapaktep Mep obecredeHuss 6e€30MacCHOCTH
IIEPCOHANBHBIX [aHHBIX, TO €CTh IOCTAHOBKY 3a1ad II0 KOMIUJIEKCHON 3alluTe
MIEPCOHAIBHBIX JaHHBIX M pealli3aluio Mep obecreueHus: 6e30MacHOCTH MEPCOHATBHEIX
JaHHBIX Ha PaHHUX CTaAMAX pa3paboTKu WHGOPMAIIHOHHBIX CHCTEM B ILIEJIOM M HX
CHCTEM 3allIUThI, B YaCTHOCTH.

Pa3zpaboTka cUCTEeMBI 3aIllUTHI JOJDKHA BECTHCH MapallIebHO ¢ pPa3paboTKOM u
Pa3BUTHEM CaMOM 3aIlUIIaeMON HH(OPMALMOHHONW CHCTEMBL. JTO MO3BOJHT y4YeCTh
TpeboBaHMs 0€30MaCHOCTH NPH MPOEKTHPOBAHUU apXMTEKTYPhl U, B KOHEYHOM CHYETE,
coznate Oonee 3¢ ¢dekTUBHbIE (KaK IO 3aTpaTaM PecypcoB, TaKk M IO CTOMKOCTH)
CHCTeMBI, 00IajarolIKe TOCTATOYHBIM YPOBHEM 3alUIIEHHOCTH.

4.6. IIpeeMCcTBEHHOCTb H COBEPIIEHCTBOBAHHE

IIpenmonaraeT NOCTOSHHOE COBEPIIEHCTBOBAaHHE MEpP M CPEICTB 3allUThI
NEPCOHAIBHBIX [JaHHBIX Ha OCHOBE IPEEeMCTBEHHOCTH OpPraHHU3alMOHHBIX W
TEXHUYECKMX DEIIeHUH, KaApoBOr0 COCTaBa, aHalu3a QYHKIHOHUPOBAHHS
MH(GOPMaIMOHHBIX cHcTeM [I0BOIDKCKOro yIpaBlIeHUs ¥ CUCTEMBI €€ 3alUThl C Y4ETOM
W3MEHEHHM B METOJax M CpeJCcTBax IepexBaTa HH(POPMAalUKUH, HOPMATHBHBIX
TpeOOBaHUH IO 3alIUTe, JOCTUTHYTOTO OTEYECTBEHHOTO U 3apyOeKHOro OmbITa B 3TOM
obacTH.

‘4.7. Pa3zymMHasi 10CTATOYHOCTh (3KOHOMHYECKAS 1e1ec000pa3HOCTh)

IIpenmonaraer coOOTBETCTBHE YPOBHsS 3aTpaT Ha obecredeHHe O0e30MacHOCTH
NEPCOHANBHEIX JaHHBIX I€HHOCTH HMH(OPMAIMOHHBIX pPECypCOB U BeJHUYHHE
BO3MOXKHOIO ymepba OT HX pasrjalleHus, YTparbl, YTEUKH, YHHYTOXKEHHUS H
uckaxxeHus. Mcmone3yemble Mepsl U cpeacTtBa oOecredeHHs 0e30MacHOCTH
MHQOPMALlMOHHBIX pECypcoB He JODKHBI 3aMETHO YXYAIIATh 3PrOHOMHYECKHE
NOKa3aTeqd paboTbl KOMIIOHEHTOB WHQPOPMAIMOHHON cHcTeMbl I10BOIKCKOTO
yTIpaBJIeHUs.

4.8. IlepcoHaibHAsI OTBETCTBEHHOCTh

ITpennonaraer BO3/I0KEHHE OTBETCTBEHHOCTH 3a obOecredyeHHe Oe30MacHOCTH
IIEPCOHAIBHBIX JAHHBIX U CUCTEMBI UX 00pabOTKU Ha KaXIOro COTPYAHHKA B Mpeaeax
€ro II0JJHOMOYHMH. B ' COOTBETCTBUM C 3TUM NPHUHIIUIIOM paclpeielieHHe IMpaB U
00s13aHHOCTEH COTPYJHHKOB CTPOHMTCS TakMM o0Opa3oMm, 4TOOBI B Cliydae JHO6Or0
HapyIIeHHs KpYT BAHOBHUKOB OBLIT Y€TKO U3BECTEH WIIM CBEIEH K MUHUMYMY.



4.9. MuHHMH3ALHSA NOJHOMOYHH

OsHayaeT MNpeaoCTaBlIeHWE IIOJB30BATENSIM MHUHHMMAJBHBIX IIpaB JOCTymna B
COOTBETCTBMH CO CIyXeOHOH HeoOXoaumocThio. JIOCTyNl K IEepCOHAIbHBIM JIaHHBIM
JIOJDKEH IIPENOCTABIATECS TOJBKO B TOM cilydae U o0beme, ecly 3TO HeoOXoaumo
COTPYIHMKY UISI BBITOJHEHHUS €r0 TOHKHOCTHBIX 00SI3aHHOCTEH.

4.10. MckaouyeHne KOHPIHKTA HHTepecoB (pa3aeieHne GyHKIHNA)

DddektuBHas cucrema obecriedyeHUs HUHPOPMALMOHHOM  6€301acHOCTH
IpeAnoyiaraeT YeTKoe pas3lelieHue O00S3aHHOCTEH COTPYIHUKOB M HCKIIIOYEHHE
CHTyalWl, Korma cdepa OTBETCTBEHHOCTH COTPYIHHMKOB JOIyCKAaeT KOHQIHMKT
uHTepecoB.  Cdepbl  MOTEHUWATBHBIX  KOH(MIMKTOB  JOJDKHBI  BBISABIISATBCS,
MHUHHUMH3HPOBATHCS, ¥ HAXOAMTCS TI0J CTPOIMM HE3aBUCUMBIM KOHTpOJIeM. Peanu3anus
JAQHHOT'O IPHHIMIIA TpeArojaraeT, 4To HU OAWH COTPYJHHMK HE JOJDKEH HMETh
IIOJIHOMOYHH, MO3BOJISIOIIMX €My €IMHOJMYHO OCYLIECTBIISTH BHINOJHEHHE KPUTHIHBIX
omepauuii. HajeneHwe COTPYJHHUKOB IOJHOMOYHUSMH, IMOPOXAAIOUIMMU KOH(IMKT
HHTEPECOB, Ja€T €My BO3MOXXHOCTH IIOATACOBBIBATh MH)OPMALIUIO B KOPBICTHBIX LENSX
WK C T€M, YTOOBI CKPBITH MPOOJIEMBI WIIU ITOHECEHHBIE YOBITKH. JIIsl CHIKEHHS pHCKa
MaHHITYJIHPOBaHMsI TIEPCOHANIBHBIMYA JaHHBIMM M PUCKaA XMIIEHHMs, TAaKUE MOJTHOMOYHS
JOJDKHEI B MAKCHUMAJIBHO BO3MOXXHOM CTeNeHU OBbITh pas3/iefieHbl MEXAY Pa3IuYHBIMH
COTpYIHHKaMHM WM TonpasneieHusMud [loBoipkckoro ympapieHus. Heobxommumo
IPOBOJUTh IIEPHOJUYECKHE IPOBEPKH O00s3aHHOCTeH, GYHKUMH U JeATeNbHOCTH
COTPY/IHUKOB, BBIMOJHSIOIIAX KItOUeBble (QYHKIHH, C TeM, YTOOBl OHM HE HMMEJH
BO3MOXKHOCTH CKpPBIBaTh COBEpIICHHE HElpaBOMEpPHBIX AedcTBHM. Kpome Toro,
HEOOXOOUMO IPUHUMATh CIElHalbHble MEpbl 10 HEIOIMYLIEHHIO CroBopa MEXIy
COTPYAHHKAMHU.

4.11. B3aumoaeicTBHE H COTPYAHHYECTBO

[Ipenmonaraer co3gaHue OJaronmpusATHOW aTMocdepsl B KOJJIEKTHBE
[ToBomkckoro ympapieHus. B Takoil 0OCTaHOBKE COTPYIHMKH HOJDKHBI OCO3HAHHO
coOMOIaTh YCTAaHOBJEHHbIE TIpaBWJIa U OKa3blBaTb COAEWCTBUE JESTEIBHOCTH
aIMUHHACTPATOPOB 6€30MacHOCTH HH(OPMALIMOHHBIX CUCTEM NIEPCOHANBHBIX JaHHBIX.

BaxxHeIM 5jeMeHTOM 3()(EKTHBHONH CcHCTeMbl oOecredyeHus 0e30macHOCTH
MEpCOHATBHBIX JAaHHBIX B [IOBOJKCKOM YIIPABIEHHM SBJISETCS BBICOKAs KyJbTypa
pabotel ¢ wuHpopmanueil. PykoBoactBo IIoBO/DKCKOro — ympaBlieHHS — HECeT
OTBETCTBEHHOCTh 3a CTpOroe CoOJIOACHHE JTUYECKMX HOPM M CTaHIapTOB
NMpo(heCcCHOHATBHONW — IeATeNbHOCTH, MOJYEpKUBAIOLIEH H  JIEMOHCTPHPYIOLIEH
IIepCOHAlly Ha BCEX YPOBHSAX BaXHOCTh OOecriedeHuss HHYOPMALMOHHON 6€30I1aCHOCTH
[ToBomkckoro ympasieHus. Bce corpyaHuku IToBosKCKOro yrpaBieHUs! JTOJIKHBI
IIOHUMATh CBOKO pOJb B Ipollecce obecrnedeHruss HHPOPMALMOHHONW Oe30MacHOCTH
¥ TPUHUMATh y4acTHe B 3TOM Ipolecce. HecMoTpst Ha TO, YTO BBICOKas KyJIbTypa
obecnieyeHnss MHGOPMALMOHHOW 0€30MacHOCTH HE TapaHTUpPyeT aBTOMATUYECKOIO
IOCTH)KEHUS LeNiel, ee OTCYTCTBHE co3faeT OoJibllle BO3MOXKHOCTEH s HapylleHHs
0e30macHOCTH UK He 0OHapyXeHUs (aKkToOB ee HapyIICHHUS.
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4.12. I'nOKOCTH CHCTEMBbI 32 IHThI

Cucrema obecniedeHust HHGOPMAILIHOHHOM G€30IIaCHOCTH JOJUKHA OBITh CIIOCOOHA
pearupoBaTh Ha HM3MEHEHHS BHEIIHEH cpensl W YCIOBHH OCYIIECTBIEHHS
IToBOKCKMM yIIpaBlieHUEM CBOEH eI TeTbHOCTH.

B 4ncio Takux U3MEeHEeHU I BXOJST:

- HU3MEHEHHs OpraHM3alMOHHOM M INTaTHOW CTPYKTypsl IloBOJIKCKOTO
yIpaBJIeHHUS;

- H3MEHEHME CYILIECTBYIOIIMX WM BHEIpPEHHe NPHHIMIIHAILHO HOBBIX
MH(OPMALIMOHHEBIX CHCTEM;

- HOBBIE TEXHHYECKHE CPE/ICTBA.

CBoMicTBO THOKOCTH cHUCTeMBI obOecriedeHHss WH(POPMALUMOHHON 6e30IacHOCTH
U30aBIISE€T B TAKUX CUTYyallUsAX OT HEOOXONUMOCTH MPUHSATHS KapAMHAIBHBIX MEp IO
TIOJTHOW 3aMeHe CpelCTB M METOAOB 3aIlWUThl Ha HOBBIE, YTO CHIIKAET €€ OOIIyIO
CTOUMOCTb.

4.13. OTKpBITOCTH AJTOPHTMOB H MEXaHH3MOB 32 U ThI

CyTp NpHHLUIA OTKPBITOCTH AJITOPUTMOB U MEXAHHU3MOB 3aIllUTEI COCTOMUT B TOM,
YTO 3aIlUTa He JOJDKHA 00eCreuMBAThCS TOJBKO 3a CUET CEKPETHOCTH CTPYKTYpPHOM
OpraHU3allH¥ ¥ aJIrOPUTMOB (DYHKIIMOHMPOBAHHUS €€ MOJACUCTEM. 3HaHHE aJrOPUTMOB
paboTel CHCTEMBI 3aIlUTHl HE JOJDKHO JaBaTh BO3MOXKHOCTH €€ MpPEOdoJeHHs (Haxe
aBTOpam). JTO, OIHAKO, HE O3HAYaeT, 4T0 HH(POpPMALUsA 00 UCIIOIB3yEMBIX CUCTEMAX U
MeXaHU3Max 3alUThl JOJKHA OBITh 00LIENOCTYyITHA.

4.14. IlpocToTa NIPUMEHEHHUS CPEICTB 3ALIHTHI

MexaHnu3Mbl ¥ METOZBI 3aLLIUThI JODKHBI ObITh HHTYUTHUBHO MOHSTHBI U MIPOCTHI B
UCTI0Ib30BaHuU. [IpMeHeHre CpeICTB U METOIOB 3aIUTHI He JOKHO OBITH CBA3aHO
CO 3HAHWEM CIIELMAIbHBIX S3BIKOB HIIM C BBINOJHEHHWEM IEWCTBUHM, TpeOyrommx
3HAYMTENbHBIX JONOJHHUTENBHBIX TpPyHO3aTpaT TIpuU o0ObIYHONW paboTe
3apEerMCTPUPOBAaHHBIX TOJIB30BaTeNeH, a TakKe He JOJDKHO TpeGOoBaTh OT MOJIb30BATENS
BBITIOJIHEHUS] Py TUHHBIX MAJIOTIOHSATHBIX €My OIEpPaI[iil.

4.15. O00CHOBAHHOCTH H TeXHHYECKAS PeaTH3VeMOCTh

HudopManiioHHbIE TEXHOJOIMH, TEeXHUYECKHe U MpPOrpaMMHBIE CpEICTBa,
CpeICTBAa M MEpBI 3alllMThl MEPCOHAIBHBIX JAHHBIX JOJDKHBI OBITh peaqn30BaHbl Ha
COBPEMEHHOM YpPOBHE Da3BUTHSl HAayKH M TEXHUKU, OOOCHOBAaHBI C TOYKH 3PEHHS
JOCTHIKEHHMS 3aJaHHOIO YpPOBHS 0€30MacHOCTH HHGPOpPMAIMd W HSKOHOMHYECKOU
11e]1eCO00Pa3HOCTH, a TaKXkKe JOJDKHBI COOTBETCTBOBATH YCTAHOBJIEHHBIM HOPMaM H
TPeOOBaHUSAM 10 OE30MACHOCTH MEPCOHATIBHBIX JaHHBIX.



4.16. Cnenuagusanua U npodeccHOHAJIU3IM

[Ipennonaraer mpuBiedeHUe K pa3pabOTKe CPeJCTB U peaanu3alui Mep 3allUThI
NepCOHANbHBIX JaHHBIX CHElHaJTU3UPOBAHHBIX OpraHu3aluii, Haubomee
NOJTOTOBJIEHHBIX K KOHKPETHOMY BHIY NEATEIBHOCTH MO 00eCIedyeHH0 0e30MacHOCTH
MHGOPMALIMOHHBIX pPEeCypcoB, HMEKIIUX OMNBIT MPAKTHYECKOH paboThl W
rOCy/IapCTBEHHYIO JIMLIEH3UIO Ha MPaBO OKa3aHHUsS yCIyr B 3ToM oOjacTu. Peanmmzanus
aIMUHUCTPATUBHBIX Mep U HKCIUIyaTalusl CPeICTB 3alIUThI OJDKHA OCYIIECTBISTHCS
npodeccHoHaTBHO MTOJrOTOBJIEHHBIMH CIIEIIUAJINCTAMHU [ToBomKCKOTO
ynpaBieHus (aIMHHHCTpaToOpaMH 0€30IacHOCTH HMHGOPMAIMOHHBIX CHCTEM
NIEPCOHAJIBHBIX TaHHBIX).

4.17. O053aTeJLHOCTHL KOHTPOJIS

[Ipenmonaraer o0s13aTeILHOCTh M CBOCBPEMEHHOCTh BBISBIICHUSI U MpPECEUEHHUs
NONBITOK HapylIeHUs YCTAaHOBIEHHBIX TMpaBHi, obecreudeHUss O0e30MacHOCTHU
NePCOHAIBHBIX MAHHBIX, Ha OCHOBE HCIIOJIB3YEMBIX CHCTEM U CpPEICTB 3alUTHI
NEepCOHANBHBIX JAaHHBIX, MPH COBEPILIEHCTBOBAHMM KPUTEPHEB M METOJOB OIIEHKHU
3¢ (HEKTUBHOCTH 3TUX CUCTEM M CPEJICTB.

KoHTpoub 3a nesTenbHOCTHIO JTF000T0 MOJIB30BaTENS, KAXIO0T0 CPECTBA 3aLUThI
U B OTHOLIEHUU J0OOOro 0OBEeKTa 3alIUThl AOJKEH OCYIIECTBISATHCS Ha OCHOBE
NpYMEHEeHHUsl CPeJCTB ONEePAaTHBHOIO KOHTPOJIS M PETUCTPALIMM U JIOJDKEH OXBaThIBAThH
KaK HeCaHKLIMOHUPOBaHHbIE, TaK U CAHKLIMOHHUPOBAHHbIE 1eCTBHUS M0JIb30BaTENEH.

Kpome Toro, sddextuBHas cucrema obecredeHUss HHPOPMAIUOHHOM
Oe3onacHocTU TpeOyeT HalW4yus aJeKBaTHOH M BceoObemiromed HHpOpManmuu o
TEKYyILEM COCTOSIHUU IPOLIECCOB, CBSA3aHHBIX C ABM)KEHUEM UH(GOpPMalMU U CBEIEHUH O
COOJIIO/IEHUH YCTaHOBJICHHBIX HOPMATHBHBIX TPeOOBAaHWH, a TakXKe JOMOJHUTEIBHOM
UHpOpMaIUK, UMEIOLIe OTHOLIeHHe K NMPHUHATHI0 pemieHui. MHbopmauus DomKHA
OBITh HaJIeXKHOH, CBOEBPEMEHHOM, TOCTYITHOH U IPABHIILHO OOPMIICHHOM.

Henocratku cucteMsl oOecrnedeHuss HHGOPMAMOHHON Oe30macHOCTH,
BBISIBIICHHbIE COTpYJHUKaMU [IOBOJDKCKOrO ympaBlIeHHs JOJDKHBI HeMeJJIeHHO
JOBOAMUTBECSA OO CBeAeHUs pykoBoauTess [I0BOIKCKOro ynpaBieHUsS U ONEpPaTUBHO
yCTpaHATbCS. Bompochl, KOTOpble KaXyTCsl HE3HAUUTEIbHBIMH, KOIJa OTAENbHbIE
IIPOLIECCHl paCCMAaTPUBAIOTCS U30JUPOBAHHO, IIPU PACCMOTPEHUHU UX Hapsy C APYTUMHU
acrleKTaMH MOTYT YKa3aThb Ha OTpHIATeJIbHbIE TEHACHIIUH, TPO3SIIHe IMepepacTd B
KpYIIHbIE€ HEIOCTAaTKH, €CJIK OHU He OyIyT CBOEBPEMEHHO yCTPaHEHBI.
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5. MEPbI, METO/JbI 1 CPEACTBA OBECIIEYEHHUS TPEBYEMOI'O
YPOBHS 3AIUTBI UTH®OPMAIIMOHHBIX PECYPCOB

S.1. Mepbl o6ecnieyenus HHGOPMALHOHHOM (6€301aCHOCTH

Bce mMepbl obecniedenust 6e30macHoCTH HHPOPMALMOHHBIX cHCTeM I10BOKCKOrO
YTIPaBIIEHUs NTOAPA3ETSIOTCS Ha:

- TpaBOBbIE (3aKOHO/ATENbHBIE);

- MOpaIbHO-3THYECKHE;

- TEXHOJIOTHYECKHE;

- OpraHM3alWOHHBIE (AAMUHUCTPATHBHEIE);

- (usHyeckue;

- TeXHWYECKHUe (amnmapaTypHbIe U IPOrPaMMHEIE).

S.1.1. 3akoHoaTENLHBIE (NpaBoBbIe) MepbI 3ALIUThI

K mpaBoBBIM Mepam 3alIUTBI OTHOCSITCS A€HCTBYIONIME B CTPaHe 3aKOHbI, YKa3bl
¥ HOPMAaTHBHBIC aKTbl, pPerlaMEHTUPYIOIHE NpaBHiIa OOpalleHus ¢ MePCOHATBHBIMU
AAQHHBIMH, 3aKpEIUIAIOIINE MpaBa W O0A3aHHOCTH YYacCTHUKOB HMH(DOPMALHOHHBIX
OTHOIIEHMH B MpoLecCe UX 00pabOTKH M HCIIONB30BAHMS, A TAKXKE YCTaHABIIMBAIOLIHE
OTBETCTBCHHOCTh 3a HapyLICHHUs 3TUX NpaBui. [IpaBoBble MepHI 3aIUTHl HOCAT B
OCHOBHOM YNPEXAAIOIINHA, NPOQUIAKTHUECKHI XapakTep M TPeOYIOT IMOCTOSHHOMN
Pa3bACHUTENbHOM pabOThl C MOB30BATENAMH W  OGCITYKHBAOIIEM I€PCOHAIOM
MH(OPMaILMOHHON crcTeMbl [T0BOIKCKOTO YIIpaBIIeHHS.

S.1.2. MopaJibHO-ITHYECKHE MePbl 32 IHTHI

K MopanbHO-3THYeCKHM MepaMm OTHOCATCS HOPMBI TIOBEIEHHS, KOTOPBIE
TPAAULUHOHHO CJIOXHMIIUCh HIJIM CKJIA[ABIBAIOTCA II0 Mepe pacHpoCTPaHEHHS
MH(DOPMALMOHHBIX TEXHOJOTUH B o6mecTBe. DTH HOPMBI GOJBIIEH YACTBIO He
ABJIAIOTCS 00s3aTeNbHBIMY, KaK 3aKOHONATEIbHO YTBEpXKIEHHbIE HOPMATHBHEIE AKTHI,
ONIHAKO, UX HECOONIIOZeHHE MOXeT NMPUBECTH K MaJeHUI0 aBTOPHTETa, MPEeCTHXKa
HCeNOBEKa, Ipynmbl L Wik [loBo/okckoro ympasneHus B LeloM. MopalbHO-
STHYECKHE HOPMBI OBIBAIOT KaK HEMHCAHbIE, TaK U IUCAHbIE, TO €CTh OQOPMICHHEIE B
HEKOTOPBIA CBOX (YCTaB) MpaBW WM HNPENNHCAHUH. MOPAIbHO-3THYECKHE Mepbl
3AIUTBl SBIAIOTCA NPOGHIAKTAYECKMMH M TPeOyIOT MOCTOSHHOW paGoThl IO
CO3/1aHHIO 30POBOr0 MOPAJIBHOTO KJIMMATa B KOJJIEKTHBE.

5.1.3. TexHoJi0rnyecKHe Mepbl 32 M ThI

K naHHOMy BHIy Mep 3alllUTBI OTHOCATCS Pa3sHOTO POJA TEXHOJIOTHYECKHE
PCLICHNS ¥ NMPUEMbI, OCHOBaHHBIE Ha MCIIOJIIb30BAaHUM HEKOTOPBIX BUIOB U30OBITOUHOCTH
(CTpyKTypHO#, yHKUHOHANBHOH, HH(GOPMALMOHHON, BPEMEHHON U T.M.) U
HalpaBJCHHbIE HA YMEHbIICHHE BO3MOXHOCTH COBEPILEHUS COTPYAHUKAMH OILIHOOK M
HapyIIeHHUH B paMKax NPeJOCTaBIEHHBIX UM IIPaB M TOJTHOMOYHIA.
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5.14. Opraﬂmagnonnble !ang’lHl/lCTnaTl/lBHbIe! MEpbI 3aLIHTHI

OpranusauuonHble  (aAMHHHCTPaTHBHBIE) — Mephl  3alIUTH — 3TO MEpBI
OPraHU3allMOHHOTO XapaKTepa, PErIaMEHTUPYIOIIHE MPOLEecChl (GYHKIMOHMPOBAHHS
CHCTeMBl 00pabOTKM NEepCOHaNbHBIX NaHHBIX, HCIONB30BAHHE €€ pecypcoB,
AEATENbHOCTh OOCIIY)KMBAIOIIEr0 MepcoHalld, a TakXke IOPSIOK B3aHMOIEHCTBUS
IOJIb30BaTeNIed C CHUCTEMOH TakuM 00pa3om, 4ToObl B HauboJbIIeld CTeneHH
3aTPyAHUTE WIIA MCKIIOYUTH BO3MOXXHOCTH PealH3alud yrpo3 6e30MacHOCTH WIIH
CHU3UTH pa3Mep IOTEPb B CIIydae MX pean3allyu.

S.2. ®opMHpPOBaHHE NOJHTHKH 6€30MaCHOCTH

['naBHas Lesnb aAMMHUCTPATHBHEIX Mep — COPMUPOBATE MOJTHTUKY B 06IACTH
obecreyenys 6e30MaCHOCTH MEPCOHANBHBIX AAHHBIX (oTpaXarwImymw MOAXOABI K
3allMTE€ ITIEPCOHANBHBIX JaHHBIX) M O0O0ECHEYUTh €€ BBHIIOJHEHHE, BBIAEIAS
He0OX0IMMbI€ PeCypChl i KOHTPOIMPYS COCTOSIHHE el

S.3. PerjiaMeHTanus JO0CTYNA B OMeEIeHH s

KomnonenTsl uH(OpManmoHHO# crcTeMbl [10BOMKCKOTO YIIPaBIeHHs HOMKHBI
pasMelaTbCs B MOMEIICHUAX, HAaXOMALIMXCS IOJA OXPaHOW WM HabIIOIeHHEM,
MCKITFOYAIOIMM  BO3MOJKHOCTE OECKOHTPOJBHOIO IPOHUKHOBEHHSI B IOMEIIECHHS
MOCTOPOHHUX JIUL ¥ 00€CNeYnBAIOIUM (GHU3MYECKYIO COXPAHHOCTh HAXOMSMIMXCS B
[IOMCIICHHH 3alMIIaeMBIX PecypcoB (n0KyMeHTOB, APM u T1.m.). V6opka Takux
MOMELIEHUH NO0JDKHA IPOU3BOJMTECS B NIPHCYTCTBHM OTBETCTBEHHOTO COTDPYXHHMKA, 34
KOTOPBIM 3aKPEIJICHBl JaHHbIE KOMIIOHEHTHI, C COOIIOJIEHHEM Mep, HCKIIOYAIOIINX
AOCTYI IIOCTOPOHHUX JIHII K 3aIlMIIAeMbIM HHPOPMALIOHHBIM PECYPCAM.

Bo Bpemsi 00paGOTKM HEPCOHANBHBIX JAHHBIX B TAKUX MOMELIEHUSX IOJIKEH
NPUCYTCTBOBaTh TOJIBKO IMEPCOHAl, MOMyIEeHHbIH K paboTe ¢ MepCOHalIbHBIMU
JIAHHBIMH. 3alpelaeTcs MPUEM MOCETUTENeH B MOMENIEHHUAX, KOTIa OCYILECTBISETCS
00paboTKa MepCOHaNbHBIX AaHHBIX.

Ilo oxoHuanuu paGouero nHs, MOMELIEHHS, B KOTOPBIX pa3MeLIAlOTCs
KOMIIOHEHTBl HH(OPMALMOHHOH CHCTeMbI [lOBOJKCKOTO YIpaBiIeHHs, HOJDKHBI
3allUPaThCs Ha KIIHOY.

B ciydae ocHameHus moMelneHMi CpeiCTBAMH OXPaHHOH CHUTHAIM3ALWH, a
TaK)X€ aBTOMAaTU3UPOBAHHON CHCTEMOM MpHUeMa U PErUCTPALMH CUTHAIOB OT 3THX
CPEACTB, NPHEM-CaYa TaKUX MOMEILEHUH NI0J] OXpaHy OCYIIECTBIISETCS HA OCHOBAHHH
CIIeLHAJIBHO pa3pabaTbiBaeMON HHCTPYKIHH.



5.4. PerﬂameHTagml AOIYCKA COTPYAHHMKOB K HCIIOJb30BAHHIO

HHPOPMAILIHOHHBIX PECYPCOB

B pamkax paspelmuTensHON cUcTeMbl (MaTpPHIIbI) JOCTYIIA YCTAHABIMBACTCS: KTO,
KOMY, KaKyro WH(QOPMALHMIO ¥ Uil KaKOTO BHAA JOCTYIa MOXKET IPENOCTABUTh U NIPH
KaKUX yCIIOBHUSX.

Homyck monb3oBateneit k pabore ¢ HHPOPMALMOHHON crcTeMOol [10BOIKCKOTO
YTIPABJICHUS U JOCTYII K €€ pecypcaMm JOJDKEH OBITh CTPOro perjaMeHTHpoBaH. JIroOkie
U3MEHEHHMsI COCTaBa M IIOJTHOMOYHUM IOJIb30BaTeJeH IOJACHUCTEM  JOJKHBI
IIPOM3BOJUTHCS YCTAHOBIEHHBIM TIOPSIIKOM.

YpoBeHb MOJTHOMOYHH KaXX/I0T0 MOJIb30BATENS OTPEAEIISETC HHAMBUAYATbHO.

OGpaboTka MepcoHaNbHBIX TaHHBIX B KOMIIOHEHTaX MH()OPMALMOHHBIX CUCTEM
[ToBoiKCKOrO  ympaBieHHs [OJ/DKHA  [POM3BOAMTHECS B COOTBETCTBHH  C
YTBEPXKIECHHBIMHA TEXHOJIOTMYECKUMHU HHCTPYKLUSMHU.

5.5. PernamMeHTanusi npoueccoB 00CHYKHBAHHUS H OCYIECTBJICHHS

MOAHMPUKAIHH ANNIAPATHLIX U IPOrPaAMMHBIX PEeCYPCOB

B uensx nommepxaHus pexuMa MHGOPMALHMOHHOM Ge30MacHOCTH anmapaTHO-
MporpaMMHasi KOH(HUIypalus aBTOMAaTH3MPOBAHHBIX paboOYMX MECT COTPYIHHUKOB
[TOBOMKCKOTO ~ ympaBleHHs, C KOTOPBIX BO3MOXEH JIOCTY K pecypcam
MH(QOPMAlMOHHBIX CHCTEM, [OJDKHA COOTBETCTBOBATh KPYI'y BO3JIOKEHHBIX Ha
JNaHHBIX I10Jb30BaTeNe QyHKIMOHAIBHBIX 00S3aHHOCTEMN.

B xoMnoneHTax HHGOPMAIIMOHHBIX CUCTEM U Ha PabouMX MecTaxX IMoJb30BaTeleit
JIOJDKHBI yCTAHABIUBATHCS M UCIIOJIB30BAThLCS JTHLEH3HOHHbIE IPOTPaMMHbIE CPEICTBA.

S.6. Ilon6op M NOArOTOBKA MEPCOHAJA, o0y4yeHHe noJib30BaTe/1ei

[Tonb3oBareny MHGOPMALMOHHBIX CHCTeM I[IOBOJDKCKOTO yIpaBleHMs, a TaKxkKe
PYKOBOIAIIMHA M 0OCITY>KUBAIOIIKAN MEPCOHAN HOJKHBI OBITH 03HAKOMJIEHBI CO CBOUM
YPOBHEM  MOJHOMOYHH, a  TakXe  OpraHU3alHOHHO-PACIOPSIAUTEIbHOM,
HOPMATHUBHOM, TEXHUYECKOH M 3KCIUTyaTAL[HOHHOW NOKyMEHTAIlMeM, ONpeiesiomei
TpebOBaHM M MOPSAOK OOpabOTKM IEPCOHANBHBIX JaHHBIX B [IOBOJKCKOM
yIpaBJIeHUH.

S.7. OTBEeTCTBEHHOCTD 32 HAPYHICHHUSA YCTAHOBJIEHHOI'O NNOPSAAKA

M0J1b30BAHHSA pecypcaMi HHGOPMANHOHHOMN CHCTEMBbI
' IT0BOJIZKCKOrO YyIIpaBJIeHHS.

Mepa oTBeTCTBEHHOCTH TepcoHana 3a ACWCTBHUs, COBEPILEHHBIE B HapylIeHHE
YCTaHOBJICHHBIX MpaBUll obecrneueHuss Ge3omacHOW paGOTH ¢ MEPCOHANBHBIMU
NaHHBIMH, IOJDKHA ONPEAENSAThCS HAaHECEHHBIM YLIepOOM, HATUYHUEM 3JI0T0 YMBICIA U
ApYTUMH (PaKTOpaMH 10 yCMOTPEHHIO pyKoBoAcTBa [I0BOIKCKOTO yIIpaBIeHHS.
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5.8. CpeacrBa o6ecnieyeHuss 0€30NACHOCTH NEePCOHAJTBHBIX JTAHHBIX.

s obecnedenust nHpopManMOHHON Oe30macHOCTH [T0OBOIKCKOro yrpaBiIeHus
CpeJCTBA 3alUThI JOJDKHBI IPUMEHSATHCS KO BCEM pecypcaM MH(MOPMAIIMOHHBIX CHCTEM
[ToBO/KCKOTO ympaBlieHHs, HE3aBHCHMO OT WX BHAA W (OPMBI IIPENCTaBICHUS
UHPOpPMALIMK B HHUX.

5.8.1. ®usznyeckHe CpeICTBA 3AIIHTHI

@usnyeckyue Mepsl 3allUThl OCHOBAaHbI HAa NPHUMEHEHHWH Pa3HOro poja
MEXaHUYECKHX, OJJEKTPOHHBIX MM JJIEKTPOHHO-MEXaHHMYECKHUX YCTPOHCTB H
COOPYKEHHMH, CIIEUAIbHO IPEAHA3HAYEHHBIX Ul CO3MaHus (PU3MYECKUX MPEMSTCTBHA
Ha BO3MOJXKHBIX ITIyTSX IPOHUKHOBEHHUS M JOCTYIa MOTCHIMAJIbHBIX HAPYILIHTEIEH K
KOMIIOHEHTaM CHUCTE€MBbl M 3allUI[aeMbIM IEePCOHAJbHBIM [OaHHBIM, a TaKXKe
TEXHUYECKUX CPEJCTB BU3yaIbHOTO HAOIOACHUS, CBS3H M OXPAHHOMN CHTHAIH3ALHH.

Jlns obGecniedeHust puzuveckoii 6€30MaCHOCTH KOMIIOHEHTOB WH()OPMAIMOHHON
cucteMel  IIoBO/DKCKOrO  ympaBieHHS ~ HEOOXOOUMO  OCYIIECTBIATH P
OpPraHM3allMOHHBIX M TEXHUYECKUX MEpONPUATUH, BKIIOYAIOIIKX POBEPKY
o00opyoBaHUs, NpeAHA3HAYECHHOTO [1JIsI 00pabOTKK IIEPCOHANIBHBIX JaHHbIX, Ha:

- HaJlM4Me CIEeLUaAIbHO BHEIPEHHBIX 3aKIaHBIX YCTPOUCTB,;

- BBEJEHHE JOIOJHUTEIbHBIX OrPaHWYEHUH IO [OCTYIYy B IOMEIIEHHS,
IIpeJHa3HaYeHHbIE I XpaHeHUs 1 00pabOTKHU MepCOHATBHBIX TaHHBIX;

- obopynoBaHHe cUCTeM HH()OPMATH3AIMH YCTPONCTBAMY 3aIIMThLI OT cO0EB
3JIEKTPOIIUTAHUS U TIOMeX B JIMHHSX CBSI3H.

S.8.2. TexnnyeckHe cpeIcTBa 3alIUThHI

Texunueckue (ammapaTHO-IPOrpaMMHBIE) Mephl 3al[UThl OCHOBaHBI Ha
UCIIOJIb30BaHUHU PA3JIMYHBIX DJIEKTPOHHBIX YCTPOWCTB M CIIEHUAIBHBIX MPOTPaMM |
BBIITOJIHAIOIIMX (CaMOCTOSTENIBHO WM B KOMIUIEKCE C APYTUMH CPEACTBaMHU) (QYHKIHH
3alIUTHl (MACHTUDUKALUIO U ayTeHTU(DUKAIUIO I0Jb30BaTeliell, pa3rpaHUYeHHe
JIOCTyla K pecypcaM, pPerucTpanuio COOBITHUH, KpHUNTOrpapuyecKoe 3aKpbITHE
UHGOPMALIUHU U T.JI.).

C yderoM Bcex TpeGOBaHUN UM TPUHLMIOB oOecredeHUs O€30MaCHOCTH
NIEPCOHATIBHBIX JaHHBIX 10 BCEM HAIPABJIECHUSIM 3aIIUTHl B COCTAB CHCTEMBI 3aIHTHI
JIOJDKHBI OBITh BKIIFOUEHBI CIIEAYIOIINE CPEICTRA:

- CpeICTBa pa3rpaHUuEHUs AOCTYIa K JaHHBIM;

- CPEeICTBa PErUCTPalUH JOCTyIa K KOMIOHEHTaM UH()OPMALIMOHHBIX CHCTEM
U KOHTPOJIS 32 UCIIOJIb30BaHHEM WH(GOpMAaIIUH;

- CpeAcTBa pearupoBaHUs Ha HapyLIIeHHS pexXuMa HHOOPMaIMOHHON
0€e30I1aCHOCTH.

Ha TexHu4ecKue cpecTBa 3alIUThl BO3NIATAETCS PEIIEHHE CIIEAYIONUX OCHOBHBIX
3a1a4:

- uaeHTH(UKALUS U ayTeHTUDHUKALMS TT0b30BaTe el IPY IOMOILM UMEH HITH
CIEeLMaIbHBIX aIlllapaTHBIX CPEJICTB;
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- periaMeHTalus U yIpaBJe€HHUE JOCTYIIOM I0JIb30BaTeleil B IOMEIIEHHS, K
(GHU3MYECKUM U JIOTHYECKUM YCTPOUCTBAM;

- 3allMTa OT MPOHHUKHOBEHHS KOMIBIOTEPHBIX BUPYCOB U pa3pyLIMTEIBHOTO
BO3/JIEHCTBHUS BPEIOHOCHBIX IMPOTPaMM;

- perucrtpanus BCeX NEHCTBHH I0Jb30BaTeNsl B 3alMIIEHHOM JKypHAaJe,
HaJIMYre HECKOJIBKUX YPOBHEU pErUCTpalvi;

- 3alMTa JTaHHBIX CHCTEMBI 3alUTHI Ha (palIOBOM cepBepe OT JOCTyIa
NI0JIb30BATENIEH, B YbH JOJUKHOCTHBIE 0053aHHOCTH HE BXOIUT paboTa ¢ MH()OpPMAIIWH,
HaxXOIsIIEHCsl Ha HEM.

S.8.3. CpeacrBa HAeHTHDHKALHH H ayTeHTH(HUKALHH N10J1b30BaTEICH

B mensx mpenoTBpamieHuss paboThl ¢ pecypcamMu HWH()OPMALMOHHONW CHCTEMBI
[ToBo/KCKOrO  ympaBiIeHHS NOCTOPOHHHX JIMII HEOOXOAUMO  O0OECIedYUTh
BO3MOXXHOCTh pACIO3HABaHHs KaXXAOro JIEraJbHOrO TI0OJIb30BaTeNiss (MM TPYIII
nonb3oBarenen). Jlng HACHTUQHUKALUKM MOTYT NPHUMEHSTHCS pa3IdyHOro poja
YCTPOMCTBA: MATHUTHBIE KAPTOUKH, KIFOYH, KITFOUEBbI€ BCTABKH, JUCKETHI U T.II.

AyTeHTH(QHKaNHA (MTOATBEP)KACHHE TOMTHHHOCTH) MOJb30BaTeIeH TaKKe MOXKET
OCYILIECTBIISTHCS:

- NOYTEeM IPOBEPKH HAJIUYMS y MOJIb30BaTeNlel KaKuX-Iu00 CrelnraabHbIX
YCTPOMCTB (MarHMTHBIX KapTOUeK, KIIFOUei, KITFOYEeBBIX BCTABOK M T.11.);

- IIyTeM IPOBEPKHU 3HAHUS UMHU TapoJIei;

- MyTE€M IIPOBEPKH YHHKAJIbHBIX QU3NUYECKUX XapaKTEPUCTHUK U MTapaMeTPOB

CaMHMX TI0JIb30BaTelIeH NPY IMOMOIIY CIIELUATbHBIX OUOMETPHYECKUX YCTPOMCTB.

5.8.4. CpeacTBa pa3rpaHu4eHus A0CTyNA

30HBI OTBETCTBEHHOCTH M 3a[a4d KOHKPETHBIX TEXHHYECKHX CPEJCTB 3al[HTHI
YCTaHaBIIMBAIOTCS MCXOS M3 MX BO3MOXXHOCTEH U JKCIUTyaTAl[HOHHBIX XapaKTEPHCTHUK,
OMKCaHHBIX B JOKYMEHTALMH Ha JaHHbIE CPEJICTBA.

Texnuueckue cpenctsa pasrpaHryeHust JOCTYIA JOJDKHEI 10 BO3MOXKHOCTH OBITH
COCTaBHOM YaCThIO €IMHON CUCTEMBI KOHTPOJIS TOCTYTIA:

- Ha KOHTPOJHMPYEMYIO TEPPUTOPHIO;

- B OTIeJbHbIE IOMEIIEHHUS;

- K KOMIIOHEHTaM MH(QOPMaIMOHHOH cpeabl [I0BOMIKCKOTrO yIipaBieHHs U
37€MEHTaM CHCTEMBI 3aLIUThI IEPCOHATBHBIX JAHHBIX ((PU3MUECKUH TOCTYI);

- K MHQOPMaIMOHHBIM pecypcaM (IOKyMeHTaM, HOCUTEIAM HH()OPMALIKH,
daiinam, HabopaM NaHHBIX, apXMBaAM, CIIPABKAM H T.]I.);

- K aKTUBHBIM pecypcaM (IPUKJIaIHBIM IIporpaMMmam, 3a1a4yam M T.11.);

- K ONEepalOHHON CUCTeME, CUCTEMHBIM IPOrpaMMaM U MPOorpaMMaM
3aIUTHI.



S.8.5. CpeacrBa obecneyeHHs H KOHTPOJISI EJIOCTHOCTH

Cpencrsa obecrieueHHs] IENOCTHOCTH BKIIOYAIOT B CBOM COCTaB CPENCTBA
PE3epBHOTO KONMHUPOBAaHMS, IPOrpamMMbl AaHTUBUPYCHOM 3aIlUThl, MPOTPAMMBbI
BOCCTaHOBJIEHHS LI€JIOCTHOCTH OIIEPALlMOHHOM Cpelbl U 0a3 TaHHBIX.

CpencrtBa KOHTpOJS ILENOCTHOCTH HMH(MOPMALMOHHBIX DPECYpCOB  CHCTEMBI
NpeIHa3sHa4Y€Hbl [JIs1 CBOEBPEMEHHOIO0 OOHApYy)XEeHHUS MOMUMHUKALKUKA HIH HCKAKEHHUS
pecypcoB cucTeMbl. OHHM TO3BOJISIOT OOECIEYUTh MPABUIBHOCTh (YHKIHOHUPOBAHMS
CHCTEMBl 3aIlUThl M IEJOCTHOCTh XpaHMMOH U oOpabaTbiBaeMOW WH(MOpPMAIIHH.
KonTpone nenoctHoctd uUHGOPMALMK M CPEACTB 3aLIMTHI, C LEIbIO 00ECHEeYESHUS
HEM3MEHHOCTH HMH()OPMALMOHHONW Cpelbl, ONpeneisieMOd IpPeayCMOTPEHHOM
TEXHOJIOTMEH 00pabOTKM, M 3alIUTBl OT HECAHKUHOHHPOBAHHOM MOJU(DUKALMU
NIEPCOHAJIBHBIX JaHHBIX JI0JKeH 00ecreYnBaThCs:

- CpencTBaMH pasrpaHHM4YE€HHUs JOCTyIa (B NOMEUIEHHUs, K JOKyMEHTaM, K
HOCHTESIM HH(GOPMAIIUH, K CepBepaM, JJOTHYECKHM YCTPOMCTBAM | T.I1.);

- CpeACTBaMH 3JIEKTPOHHOM MOIHUCH;

- CpeacTBaMH IIOJCY€Ta KOHTPOJBHBIX CyMM (IJI1 HCIIOJB3yEMOTO
IIPOrPaMMHOT0 O0eCIICYeHHS ).

5.8.6. CpeacTBa ONepaTHBHOIO KOHTPOJS M perucTpaury coObITHI

0e30aCHOCTH.

Cpencrsa 0OBEKTMBHOIO KOHTPOJISL [JOJDKHBI OOecCleyrBaTh OOHApY)KEHHE H
perucTpanuo Bcex coOpITui (meWcTBUM monb3oBareneit, mombiTok HC/ u T.1m.),
KOTOpbIE MOTYT IOBJI€Yh 3a CO0OM HapylleHHe O0e30IacHOCTH M IPUBECTH K
BO3HMKHOBEHHUIO KPU3HMCHBIX CHTyallMi. AHaau3 coOpaHHOHM CpencTBaAaMH pPEeTHUCTpAIMH
MHQOpPMALlMK II03BOJIAET BBIIBUTH (DAaKThl COBEPIIEHHsS HApYyLIEHHM, MX Xapakrep,
NOZICKa3aTh METOJ] €r0 paccieOBaHus U CIOCOOBI MTOMCKA HAPYIIHUTENS M MCIIPABIEHHS
cutyanuu. CpeicTBa KOHTPOJISI U PETUCTPALIUH JTOJIKHBI IIPEIOCTABIATE BO3MOKHOCTH:

- BEOCHHS M aHalIW3a >XypPHAJIOB PErUCTPAllMA COOBITHH 0€30MacHOCTH
(CHCTEMHBIX XYPHAJIOB);

- TIOJTy4YeHHs TBEpAOM KomuM (MeyaTH) XKypHaja PEerucTpaluu COOBITHIA
0e30MmacHOCTH;

- YIOpsAIOYEHHs )KyPHaJIOB, a TAK)KE YCTAHOBJICHUSI OTPaHUYEHHU I Ha CPOK MX
XpaHEHUS;

- OIEPaTUBHOIO ONOBELIEHUS afMHUHUCTpATOpa OE30MaCHOCTH O HapYIIEHUSIX.

ITpu perucrpannu coObITHH 6€30MaCHOCTH B XKypHae H0/DKHA GUKCHPOBATHLCS
clieqyronasi HHQopMaIusi:

- JaTa ¥ BpeMs COOBITHS;

- HIeHTU(HUKATOP CyOBEKTa, OCYLIECTBISIONIEr0 PETHCTPHUPYEMOE EHCTBHE;

- JefcTBHe (TUN JOCTyna).
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5.9. KoHTpoJb 3 PeKTHBHOCTH CHCTEMbI 32U ThI

KoHTposb 3¢ (HeKTUBHOCTH 3aIlMTHl MEPCOHATBHBIX JAHHBIX OCYIIECTBISETCSA C
[IEJIbI0 CBOEBPEMEHHOTO BBISIBICHHS U IPENOTBpPAIlEHUsS YTEUKH I1€PCOHAIbHBIX
OAaHHBIX 3a CYET HECaHKIMOHHPOBAHHOIO JOCTYyNa, a TaKXe MpeNylpexIAeHUs
BO3MOJXXHBIX CIEI[HaJIbHBIX BO3IEHCTBUH, HaNpaBIE€HHbIX Ha YHUYTOXEHUE
MEePCOHATBHBIX JaHHBIX, pa3pylleHue cpeAcTB HMH(opmaTuzauuud. KoHTposib MOXKeT
IIPOBOJUTHCS MIPUBJIEKAEMBIMH Il 3TOHM LIeJIH OpraHu3alisIMU, UMEIOILUMH JIMLIEH3HIO
Ha 3TOT BUJ AEATEIBHOCTH.

Onenka 3(pGheKTUBHOCTH Mep 3allUThl MMEePCOHANBHBIX NAaHHBIX I[POBOIUTCA C
HCIIOJIb30BAaHMEM TEXHHYECKHMX M IPOrpPaMMHBIX CPeICTB KOHTPOJS Ha IpPeaMeT
COOTBETCTBHUS yCTAHOBJICHHBIM TPEOOBaHUIM.
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